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Executive Summary:

Example com retained the semvices of Viewpaint Security Ine. to perfaorm an external network audit The
scope of the testing was llmited o example.com’s Windows 2000 webserver. All testing was prefarmed
externally, from remote locations.

[P Addresses Tested:
abecd

During testing the webserver was determined to be extremely insecure, and should be rebult if possible.
If 1t 1= not possible for the machine o be rebutlt, further testing should be done an the host to verify that
15 has not been compromised. The new machine should be firewalled immediately. Unencrypted protocals
were apen for remote ad ministrative access and should be disabled, or anly allowed from the local
network. If one does not currently exist, a security palicy should be created, and passward and palicy
requirements must be put In place. We were able to gain entry on the *#*#*** aocount, which had system
level privileges.

Actual exploit code was not run agpinst the machine as it 1s currently in production. If we were to run
actually exploit code against the machine it is probably that we would be able to galn entry several
different ways. We were able to lag in using the ******* account via telnet & ftp and verfied that we could
take complete cantrol of the machine.

Methodology:

1. Nmap, Messus, THC-Hydra, as well as ather tools were used to test and find potential vulnerabilities an
the host. The machine tested appeared to be Windows 2000 Advanced Server SP2 being used as a
remote entry point anto the local network as well as a dns, web, and ftp server.

Used Nmap and the-amap as well as manual techoiques to determine avallable services, and version
infarmatan.

Ran nikto against webserver to test against common vulnerabilies

Used the-hydra to brute foree usemame/ password combinations.

Used netcat and various other tools to manually confirm vulnerabilities

Researched fixes and workarounds for sach vulnerability
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Summary of find ings:

This host appears not to have a firewall. Thers are services that are running should not be avallable
outside your LAM. This machine should Pl‘l:"Ftl'.‘;‘l.b]:.-' be put behind a fir=wall. All ad ministrative services
should be accessible via the lan only. Remote assess to the machine should be provided via ip-restricted
vpn, all administration could be done over the secure vpn link. Strong passwords should be required, and
users educated on how to create strong passwords.

We were able to galn entry because af a weals password.
Recommendations:

1. Enforee strang passwards

2. Download mand mn Micrasoft's 15 LockDown Taal

2. Change FTF banners

4. Apply M5 Hotfix for FTF Vulnerability

5. If possible remove the ftp service.

6. Remove the telnet service

7. Telnet & ﬁ:p cammot be removed, consider replacing the services with ssh
8. Imstall a netwark firewall

Q.

Caonsider installing a host based firewall: See Reference FOF



to a buffer owe flow

The remode WebDAY sener may be
vaiine rable to a bufier overiow when it
recaives a o0 bong request.
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Port Vulnerability R D Fix

ALL Exploited Weak Passwonds to gain | § 3 Folow e InsucBons inthe following doomment o enforce
entry Srong passwonds
We were able to gain entry in under 30 hitip: i supgeo it microso & .com defaul. aspy #sod=kiy; EM-
mnalies, wsing the owr level 1 L5 161950
dictionany of matching usemames and

15, The account *=* had the Ensure that your seCurnity policy disallows weak passwords.

Pﬂﬂﬁ'f:d*””“ which is a common Make a document avallable 10 end users with instrudtions
english word. Strong pa sswonds must abpast creating song passwonds.
be enforced, and a swon g passwiond
polcy should be enforced.

HTTF Remote code exeoution possible g 1 instaling MS patch will i this vulnerabiity
The remote host has the CGI Indoc

ipis nsiskeg Al installed. _
i it e micros o c.om techn ey security/bullesin/ms03-
This script may allow an anadcer 1o 022.asp
execute arbitrary commands on this
hvost, throwgh a bufler overfiow.
CVE : CAN-2003-0227, CAN-2003- Patd
0349 imicros oft.comydownloads details. aspx?Famikid=F772EL
31-BBCS-4B34-9E7E-FF1 09742 F EDES displaviang=c np

FTP ' Remote Service Crash & |1 | instal Migrosoft Paxch. Patch is avalable at the botiom of the
It may be pos sible to make the remote ko 9 page.
FTP server crash i e micros okt .Comgedhn etresview idefault aspMurl=fec
by sending the command: 2t equrity bulletin/ms 02-01. 550
'STAT “PAAA .. _AAL.
An amadcer may use this flaw o
prevent your sie from di stribusing files
CVE- 202073
hap/ogi. nessus ongfove. phpd Pove=CV
E-2002-007 3
[ Produdion envirpnment prevenie d
actually exploit from being tesed |

HTTP Web DAY server may be vulnerable |5 1 LRLScan, which is a part of the |15 Lodkdown Tood willl block

this aadck in its defauk configuration

Derails:
: . Mkrosoft.Lom ., aulkt.asp =
hnet/s ety bulletingms 03-007. asp
IS Lodk Do Toepd:
. Mkrosoft.Lom ais aspx? FamiviD=d

dEﬂéftﬂ-bhElﬂ—#?d}-’ﬂaﬁ-l-fd?E Sd2 Jcdec&Dis play Lang=en

W oRe:

Before nanning the 115 LockDown Tool, all applcable MS
Hoafixes must be instalied.

=en&C ategoryid =7
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Port Vulnerability R D Fix
TELNET The Telnet Service is tumed on and | 4 1 Begin by logging on as Admin istraios. This will give you

assessable to the gemeral imternet access i all the Services avalable in'Windows 2000, To koad
the Service s Likility, dide on Start, Settings, Control Panel,
Administrative Tools, then Services (You may also be able
i access i via Start, Prog ams, Administrative Tools,
Senvices if you enabled Administraiive Tools to be displayed
on e Stam Menu).
Select “Startup Type” on the Telnet Bne and change it o

“Disabled”

HTTP I5is allowing *.cnf files tobe read |3 |1 | Downboad and run Microseft 15 LedsDown Tool. This should
boeck dowan n anonymous acoess o this and other similar
problems.

IS web server may dlow Temote users IR micos o comidownloads Setals asgx? FamiyiD=g
fles. This is not the defauk £
configuration.
Example, Sophution: If you do not need .onf les, then deldete them,
hap farget) wii_puteSosvcacl.ond, othensise use suitable access control Bsts 0 ensure that the
access.onf svcaclond, writeto.ond, £ files are not workd -readable by Anonymous users.
service.cnd, bonfs.onf, bots.ond,
nddn fo.onf and senices.onf
Saa:
hapyheeene. safehack. com/Advis ory 1 155
webdir

FTP ,TELMET | FTP Daemon showing version infa | 3 1 Turn Telnet off, or resiict it o local network. The same should

R - - be done with fip, if possible. Othensise, use the MS-FTF

ﬂ;:nﬂtgp'ﬂau::;ﬁsm Banner Edit Tood to change the name of the o something
A Janney T ME A VErsin which will confuse banner grabbing toods.
information. This can be wsed o
reseanch knowmn vulnera biliSes and An example could be:
lead W an explok. “Apple kpd Version 8.4 at foo.com. Unauthorized Access
The banner being shown is the Prohibited™
standard MSFTP Banner: MS-FTP Banner Edit can be | i
IZ0 sxsmpls .com Microsoft FTF
Servics (Versisa 3.00 . hitg: {wwiwi.nstalker.com idefens ebanner phy

HTTPF Cros s Site Scripting Vulnerahility 3 1 Use the LURLScan tool w deny HTTP TRACE requests or 0
Your webserver supports the TRACE ampﬂmiuwﬂumﬂmdsnaadadbmtierewlm
andior TRAC K methods. | has been I L
showwm $hat servers supp ooing this
method are subject o Oross-Site-
sCripting attacks, dubbed X5T for
'Cros 5-Site-Tragng', when used in s
Conjundtion with vanious weaknes seg huet.fsaumnr.tmhlhnhl'uhcan asp
in browsers,
An attacker may use this flaw totnck
your legitimate web users o give him
their credentials.

WNC |WNC is accessible from thegeneral |3 |3 Disabling the VNC Service is e easiest and most secure

sobusion. If this is not possible, Access Conirpl Lists showld be
pat in place on the frewall o resiict this service 10 Cerain ips
of i the intemal netwiork.







